Shellfire OpenVPN Setup

Windows

This guide explains how to configure your Windows PC to work with a Shellfire OpenVPN connection.
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1. Required data and files

Setting up a OpenVPN connection to your Shellfire VPN on Windows (XP, Vista or 7) works as follows.

You need the following data from your VPN details that can be found in your Shellfire QuickAccess
customer center:

- the downloaded configuration package (click "download")
You also need to download and install the OpenVPN client software which you can get for free from

www.openvpn.net . Choose "Windows Download" and make a default installation of OpenVPN. The
configuration package contains certificates for authentication required for highest connection security.

Navigation note: How to find your VPN details
- www.shellfire.net
- Login to using your customer id or your e-mail address and your password
- Open the QuickAccess customer center bar
- Click on your VPN id (sfxxxxx)
- Your VPN details show up with the required data and your configuration package can be
downloaded

Warning: Username and password for your OpenVPN connection are not the same as the ones for your
Shellfire website account!

Warning: In case your VPN is not currently set to OpenVPN, you have to change the VPN type to OpenVPN
from your customer center, first.
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http://www.openvpn.net/
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2. Importing OpenVPN config files

Unzip all files from the download package into the "config" subdirectory of your OpenVPN Installation
folder. With a default installation of OpenVPN, this should be:

C:\Programme\OpenVPN\config (german 32 Bit Windows)
C:\Program Files (x86)\OpenVPN\config (international 64-bit Windows)

You are ready to go - your OpenVPN configuration is already set.

Important note for Windows Vista and 7 users:

To set up your OpenVPN connection correctly, you have to start the programm with administrator rights.
To do set this up permanently, you can right-click your shortcut to the OpenVPN GUI (Start -> all programs
-> OpenVPN -> OpenVPN GUI), choose "Properties” and go to the "Compatibility” tab. Here, set the "Run

this programm as an administrator" option.
}.‘ Eigenschaften von OpenVPN GUI

Kompatibita | Sicherheit | Detals

Falls dizses Programm Probleme verursacht, wahlen Sie den
Kompatibilitatsmodus, der mit der frdheren Windows- Viersion
Ubereinstimmt, urter der das Programm richtig funkdionierte.
Kompatibiltatsmodus
[ Programm im Kompatibilitatsmodus ausfihren fir:

Windows XP (Service Pack 2 g

Einstellungen
[] Mit 256 Farben ausfihren
[ In Bildschimauflésung 640 x 420 ausfilhran
[ Visuelle Designs deaktiviersn
|| Desktopgestatung deaktivisren
[ Skalierung bei hohem DP-'Wert deaktivieren

Berechtigungsstufe

Programm als ein Administrator ausfihren

[@' Einstellungen fir alle Benutzer anzeigen]

0K ] [ Abbrechen ] Obemehmen
[
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3. Connecting / disconnecting

After rebooting your Computer or after being disconnected from the internet, the VPN connection usually
disconnects and has to be reconnected.

To connect, follow these steps:
1) Start-> All Programs -> OpenVPN -> OpenVPN GUI

, OpenVPN
5} CpenVPM GUI Verbindung herstellen
{2 Uninstall OpenVPN
, Documentation Systemsteuerung
. Shortcuts
J Utilities B Standardprogramme
4 Zuriick Hilfe und Support
Suche starten £ I o] | - |

2) Windows Vista and Windows 7 users are asked for their permission to run the programm as an
administrator. Confirm this.

3) On the lower right of your screen, you will now see the OpenVPN symbol: E

4) Right-click it and choose ,connect”

5) Ifyou get the message "client is now connected" along with green lights in the try icon, you have
successfully connected to the VPN.

@ client is now connected. *
Assigned IP: 10.66.66.22 'L

4 B

6) To disconnect, right-click the icon again and choose "disconnect".
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4. Checking your connection status

If the VPN connection to the Shellfire server has been set up correctly, your IP address on the web is
replaced by the IP address of the VPN server.

You can check this by following these steps:
1) Make sure the VPN connection is disconnected (step 4)

2)

3)

4)

Your P Address Is111]. 111 (Ll bl

In this example, the first I[P address is 123.123.123.123 and the second IP addressis 111.111.111.111. As
both IPs are different from each other, you can tell that your connection is working nicely. If you get the
same [P addresses with and without VPN, check your settings or contact our support.
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